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1 Randomized Algorithms and the Probabilistic
Method

1.1 Introduction

These lecture notes provide an introduction to randomized algorithms and the
probabilistic method in general. For more detailed accounts of this areas we
refer the reader to Alon and Spencer [3], to Habib, McDiarmid et al. [19], and
to Motwani and Raghavan [24].

A randomized algorithm is an algorithm such that the behavior of the algorithm
depends on an internal or external random source. I.e., on the same input but
with different random sources, the algorithm might generate different outputs or
might run for a different number of steps. Of course, we will usually require that
with sufficiently high probability, the randomized algorithm terminates within
a reasonable number of steps and outputs the desired result. Randomized algo-
rithms can be viewed as a special case of the probabilistic method, which roughly
amounts to the following. In order to demonstrate that a certain combinatorial
object exists (say, a certain subgraph of a given graph), set up an appropri-
ate chance experiment and show that with non-zero probability it results in an
object as desired.

In this first section, after reviewing some facts from elementary probability the-
ory, we consider examples of randomized algorithms, which include a toy example
of a zeroknowledge protocol, fingerprinting, self-correcting programs and a ran-
domized algorithm that solves the Byzantine agreement problem. In Section 2,
we describe two standard techniques for derandomization, the method of con-
ditional expectation and the method of k-wise independent random variables.
In Section 3 we consider the randomized version of quicksort and its variant for
sorting nuts and bolts and we give a derandomization of the latter algorithm
by means of expander graphs. Finally, Section 4 features applications of the
probabilistic method in logic.

1.2 Basic Facts from Probability Theory

Probability spaces and random variables. In this section we review some
facts from elementary probability. For an introduction to probability theory in
general, see the textbooks cited in the bibliography [9, 17, 18, 24]. In the sequel,
we consider chance experiments where the set Ω of possible outcomes is finite
(e.g., Ω = {0, 1} when tossing a coin) or is countably infinite (e.g., Ω = N when
counting the number of trials that are necessary to achieve a certain goal). Such
chance experiments can be modelled by discrete probability spaces as introduced
in Definition 1. The term discrete refers to the fact that the outcomes are well-
distinguished and are apart from each other, as opposed to chance experiments
like measuring a physical parameter, where the possible outcomes can be viewed
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as forming a continuum.

Definition 1 Let Ω be a finite or countably infinite set and assume that we are
given a real-valued function

Prob0 : Ω→ [0, 1]

such that the values Prob0[ω] add up to 1 (i.e.,
∑
ω∈Ω Prob0[ω] = 1). Then Prob0

determines a function Prob that is defined on all subsets of Ω by

Prob[S] =
∑
ω∈S

Prob0[ω] .

In this situation, the pair (Ω,Prob) is called a discrete probability space and
Prob is called a discrete probability measure. Furthermore, Prob[S] is called
the probability of S.

If Prob is applied to singletons, we write Prob[ω] instead of Prob[{ω}], hence for
example we have Prob[ω] = Prob0[ω] for all ω in Ω.

Example 2 Probability spaces can be used to model chance experiments, i.e.,
experiments leading to an outcome that is considered as being random. For
example, the throw of a fair dice can be modelled by the probability space

(Ω,Prob) where Ω = {1, . . . , 6, } and Prob[i] =
1
6

for i = 1, . . . , 6.

A probability space where Ω has m elements and each element is assigned prob-
ability 1/m is called the uniform distribution on Ω. When describing a corre-
sponding chance experiment we speak of picking an elements of Ω uniformly at
random.

Definition 3 Let (Ω,Prob) be a discrete probability space.

Any mapping from Ω to the reals is called a (real-valued) random variable on the
probability space (Ω,Prob) (or a random variable on Ω, when Prob is understood
from the context).

Any random variable X : Ω→ R determines a discrete probability measure ProbX
on its range ΩX = {X(ω) : ω ∈ Ω} where for any value x in the range we have

ProbX [x] =
∑

{ω∈Ω:X(ω)=x}

Prob[ω] .

The probability measure ProbX is called the distribution of X.

We write Prob[X = x] instead of ProbX [x] and expressions like Prob[X ≥ x]
or Prob[X ∈ S] have the obvious meaning, e.g.,

Prob[X ≥ x] =
∑

{ω∈Ω:X(ω)≥x}

Prob[ω] .
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Example 4 In Example 2, we have modelled the throw of a fair dice by a prob-
ability space (Ω,Prob). Now consider the random variable X : Ω→ R where

X(i) =

{
1 in case i is prim
0 otherwise

Random variables of this type are called indicator variables because their values
indicate whether a certain event (say, i being prime) takes place. Concerning
the distribution of X, we have

Prob[X = 0] = Prob[{1, 4, 6}] =
1
2

and Prob[X = 1] = Prob[{2, 3, 5}] =
1
2
.

Mutual and Pairwise Independence. When there are several random vari-
ables that are defined on the same probability space, we might be interested in
the probability that a certain combination of values occurs for the variables.
These probabilities are given by the joint distribution of the random variables.

Definition 5 Let X1, . . . , Xm be random variables on a discrete probability space Ω.
Then their joint distribution ProbX1,...,Xm

is given by

ProbX1,...,Xm
[r1, . . . , rm] =

∑
{ω∈Ω:X1(ω)=r1,...,Xm(ω)=rm}

Prob[ω] .

Again we write Prob[X1 = r1, . . . , Xm = rm] instead of ProbX1,...,Xm
[r1, . . . , rm].

Example 6 shows that the joint distribution of a random variable is not deter-
mined by the distributions of the random variables involved.

Example 6 Consider again the probability space from Example 2, which models
the throw of a fair dice. Define indicator variables X, Y , and Z for the events
that i is prime, is even, and is odd, respectively (i.e., for example Z(i) = 1 if
and only if i is odd). Then all three random variables have the same distribution
because each of them assumes the values 0 and 1 with equal probability 1/2.
However, the joint distribution of X and Y differs from the joint distribution
of Y and Z, as we have

Prob[X = 1, Y = 1] =
1
6

and Prob[Y = 1, Z = 1] = 0 .

This shows that in general the joint distribution is not determined by the distri-
butions of the considered random variables.

If we toss m fair coins and the individual tosses are independent of each other,
we can assume that each sequence b1 . . . bm of possible outcomes occurs with
probability 2−m, i.e., the probability of b1 . . . bm is simply the product of the
probabilities that the first toss shows b1, the second toss results in b2, and so
on. So for random variables that are in a certain sense mutually independent,
the joint distribution can be written as the product of the distributions of the
single random variables.
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Definition 7 Let X1, . . . , Xm be random variables on the same discrete proba-
bility space. These variables are called mutually independent if for any combi-
nation of values r1, . . . , rm in the range of X1, . . . , Xm, respectively, we have

Prob[X1 = r1, . . . , Xm = rm] = Prob[X1 = r1] · . . . · Prob[Xm = rm] .

The variables X1, . . . , Xm are called pairwise independent if any pair Xi and Xj

with i 6= j is mutually independent, i.e., if for all possible values ri and rj we
have

Prob[Xi = ri and Xj = rj ] = Prob[Xi = ri] · Prob[Xj = rj ] .

If we are given random variables that depend on mutually disjoint “parts” of the
underlying probability space (e.g., each random variable depends on a different
coin toss), then often we will be able to argue that these random variables
are indeed mutually independent and that hence their joint distribution can be
obtained easily form the distributions of the single variables.

It can be shown that mutual independence implies pairwise independence. How-
ever, for sets of at least three random variables, in general the reverse implication
is false. In Section 2, we construct sets of random variables that are pairwise
independent but can easily be shown not to be mutually independent. An even
simpler example of such a set of random variables, taken from Feller [17, Sec-
tion IX.1], is the following.

Example 8 Consider the probability space that is given by the uniform distri-
bution on the set

Ω = {(1, 2, 3), (1, 3, 2), (2, 1, 3), (2, 3, 1),(3, 1, 2), (3, 2, 1),
(1, 1, 1), (2, 2, 2), (3, 3, 3)}

i.e., Ω contains all permutations of 1, 2 and 3 plus three tuples of the form (i, i, i, )
and each of these tuples has probability 1/9. Now given a tuple ω in Ω, let
the random variable Xi, i = 1, 2, 3, be the projection to the ith component,
e.g., X1(2, 1, 3) = 2. Then it is easily verified that the random variables X1, X2

and X3 are pairwise independent, however they cannot be mutually independent
because the values of any two of them determine the value of the third one.

The Expectation of a Random Variable. Is it reasonable to accept a
gamble where with probabilities 0.1 and 0.2 one gains 10 and 5 euro, respectively,
while with probability 0.7 one looses 3 euro? When playing this gamble, we can
expect to gain

0.1 · 10 + 0.2 · 5− 0.7 · 3 = −0.1

euro per game, i.e., the game is slightly disadvantageous. In general, we might
ask for the expected value of a random variable (also called value on average).
Before we introduce the corresponding concept of expectation of a random vari-
able, we recall the concept of an absolutely converging infinite sum.
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Remark 9 By definition, an infinite sum
∑
i∈N ai, ai ∈ R, converges to s if

and only if the partial sums a0 + . . . + an converge to s when n goes to infin-
ity. The concept of expectation of a random variable X on a discrete probabil-
ity space (Ω,Prob) is defined as the infinite sum over the terms Prob[ω]X(ω)
with ω ∈ Ω. Of course, we do not want the expectation of a random variable to
depend on the order in which we sum up this terms. It can be shown that an
infinite sum

∑
i∈N ai converges to the same value no matter in which order we

sum up the ai if and only if this sum is absolutely convergent [25], i.e., if and
only if the sum

∑
i∈N |ai| converges (where |ai| is the absolute value of ai).

Definition 10 Let X be a random variable that is defined on a discrete proba-
bility space Ω. The expectation of X is

E [X] =
∑
ω∈Ω

Prob[ω]X(ω) ,

provided that this sum converges absolutely. If this condition is satisfied, we say
the expectation of X exists, otherwise we say the expectation does not exist.

By Remark 9, the condition on absolute convergence in Definition 10 ensures
that the expectation of a random variable X does not depend on the way we
order the underlying probability space. Note that the condition is automatically
satisfied for random variables that are defined on a finite probability space or
are restricted to positive values. An example of a random variable for which the
expectation does not exist is given by the random variable X : i 7→ 2(i+1) that
is defined on the probability space (N,Prob) with Prob[i] = 2−(i+1).

Example 11 Consider again the probability space (Ω,Prob) from Example 2,
which models the throw of a fair dice. Let the random variable X be the identity
mapping on Ω = {1, . . . , 6}. Then we have

E [X] =
∑

i∈{1,...,6}

Prob[i] i =
1
6

+
2
6

+ . . .+
6
6

=
21
6

= 3.5 .

This means that when throwing a fair dice, we can expect to obtain 3.5 points
or, put differently, we will obtain 3.5 points on average.

Propositions 12 and 13 are handy tools when trying to calculate the expectation
of a random variable. In order to obtain the expectation ofX, e.g., we can exploit
linearity of expectation in order to express E [X] as the sum of the expectations
of random variables X1 through Xm such that E [Xj ] can be computed easily.
For the proofs of both propositions, we refer to Feller [17, Section IX.2].

Proposition 12 (Linearity of expectation) Let r be any real number and
let X and X1, . . . , Xn be random variables on a discrete probability space Ω such
that their expectations all exist. Then the expectation of rX and of X1+. . .+Xm

exists and we have

E [rX] = rE [X] and E [X1 + . . .+Xn] = E [X1] + . . .+ E [Xn] .

6



Proposition 13 Let X1, . . . , Xn be random variables on a discrete probability
space Ω that are mutually independent and such that their expectations all exist.
Then the expectation of the product X1 · . . . ·Xm exists and is given by

E [X1 · . . . ·Xn] = E [X1] · . . . ·E [Xn] .

The next proposition can be used to bound probabilities of the form Prob[X ≥ r]
in terms of the expectation of X, where often the latter is easier to compute than
the probability itself.

Proposition 14 (Markov Inequality) Let X be a random variable that as-
sumes only non-negative values. Then for every positive real number r, we have

Prob[X ≥ r] ≤ E [X]
r

.

Proof. Let (Ω,Prob) be the probability space on which X is defined. We have

E [X] =
∑
ω∈Ω

Prob[ω]X(ω) ≥
∑

{ω∈Ω:X(ω)≥r}

Prob[ω]X(ω)

≥ r
∑

{ω∈Ω:X(ω)≥r}

Prob[ω] ≥ r Prob[X ≥ r] ,

where the equation is just the definition of expectation and the inequalities hold
because X is non-negative, because X(ω) ≥ r for all ω that are considered in
the sum, and finally by definition of Prob[X ≥ r]. ut

1.3 Interactive Proofs

Consider the following game of two players, which is played in several rounds.
At the beginning of a round, each of the players puts down secretly a binary
value that is either 0 or 1. Then both values are revealed, Player 1 wins if the
values are distinct and Player 2 wins if the values are the same. Now assume that
Player 1 follows a deterministic strategy that is known to and can be simulated
by Player 2. Then Player 2 knows in advance which value Player 1 will choose
and can simply duplicate the value, hence Player 1 will loose all the time. On
the other hand, in case Player 1 determines his secret value by independent
tosses of a fair coin that are not known to the other player (more precisely, that
are independent of the behavior of Player 2), then on average, Player 2 will win
exactly half of the rounds, no matter how dumb Player 1 and how smart Player 2
is.

The ability to pursue a randomized strategy indeed makes a big difference in
game-theoretical situations. A similar remark holds with respect to crypto-
graphic settings [22, 26, 27], where a certain task has to been completed in such
a way that a possible malign adversary cannot achieve his goals. For example,
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parties A and B might want to exchange certain information while at the same
time they try to prevent an eavesdropping adversary from getting a clue what
this information might be. There is a large variety of solutions to this and related
problems and virtually all solutions involve some sort of randomization.

As an example how randomization helps in cryptographic settings, we consider
the problem of identifying oneself without revealing any relevant information.
Typically, if A wants to prove her identity to B, this is done such that A knows
some secret information (say a password) that she sends to B, who is able to
check whether this is really A’s secret. The problem with this simple approach
is that anyone who overhears the communication from then on knows A’s secret
and thus can identify himself as being A. Is there a way for A to prove her iden-
tity without exposing any relevant information about her secret? This question
can be answered affirmatively and one possible solution is given by special proto-
cols ruling the communication between the two parties that are called interactive
proof systems with the zeroknowledge property. We present such an interactive
proof system that is based on the problem of legally coloring a graph. While
currently this protocol might not be suitable for applications, it shows nicely the
essential role of randomization, both for verifying the information sent by A, as
well as for keeping A’s secret.

Definition 15 Let G = (V,E) be a graph. A k-coloring of G is a mapping

g : V → {1, . . . , k} ,

and a coloring of G is a k-coloring of G for some k. Such a coloring is legal if
for every edge {u, v} in E, the “colors” g(u) and g(v) are distinct.

For a given pair of a graph G and a number of colors k it is considered to be hard
to tell whether G has a legal k-coloring and if so, to compute such a coloring.
Accordingly it is currently believed that for graphs that are large enough and
for appropriate values of the parameter k, in general it is infeasible to find a
legal k-coloring of G. Now, for the sake of the argument, assume that there are
parameters k and n and a randomized procedure that yields a graph G with n
nodes together with a legal k-coloring of G such that given just G but not its
coloring, according to the current state of the art it is impossible to legally
color G within any reasonable resource-bounds.

Then A is given a graph G of size n and a legal k-coloring of G. The coloring is
only known to A, but the graph G and the parameter k are also known to B.
By assumption, for anyone other than A it is virtually impossible to come up
with a legal k-coloring of G, hence A might identity herself by convincing B
that A knows a legal coloring. In order to satisfy the additional requirement
that A must not reveal any relevant information about the coloring, A can not
just send the coloring to B. Instead, A initiates the following protocol.
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Protocol Coloring
Assumption: A knows a legal coloring g of G and has access to a random
source not known to B.
Step 1 (A) Pick uniformly at random a permutation π of {1, . . . , k}.

Commit to the list of colors π(g(1)), . . . , π(g(n)).
Step 2 (B) Among all edges of G, pick an edge {u, v} uniformly at random.
Step 2 (B) Send u and v to A.
Step 3 (A) Reveal the colors π(g(u)) and π(g(v)) to B .
Step 4 (B) Accept if the two nodes are colored with distinct colors

from {1, ..., k} and reject, otherwise.

In Protocol Coloring, the expression committing to a color refers to putting
down the color in such a way that it cannot be changed afterwards and is only
accessible after granting permission. In real life, this might be achieved by
placing a locked opaque box that holds a token of the color committed to. In
a setting of interaction between computers, virtually the same can be achieved
by cryptographic primitives known as commitment schemes [4, 8, 20], where the
details of these techniques are beyond the scope of this course.1

When analyzing Protocol Coloring, we find that in case the colors committed
to are not a legal coloring of G, then this will be detected with probability at
least 1/m, i.e., the probability of erroneously accepting an illegal coloring is less
than 1 − 1/m. In order to achieve a smaller error probability, we consider an
iterated protocol where m copies of Protocol Coloring are run successively and
independently, and B accepts in the iterated protocol if and only if all copies
accept.

Without giving a formal definition of the concept of interactive proof system
with the zeroknowledge property, we state that in order to demonstrate that the
iterated protocol is such a proof system we have to show that

(i) A can always verify correctly her identity (i.e., in case in all iterations the
colors committed to form a legal k-coloring, then B accepts).

(ii) If at all iterations, the colors committed to do not form a legal k-coloring
of G (say, because there is no legal k-coloring or because A does not know
one), then B accepts with probability of at most 1/2.

(iii) B is not able to extract any relevant information while communicating
with A during the protocol.

1In order to get an idea how commitment schemes might work, consider the following
example. For the sake of the argument, assume that we are given an easy-to-compute one-
to-one function f : N → N such that when we choose x at random, it is not only hard to
compute x from f(x), but in fact given f(x) it is infeasible to decide whether x is even or odd.
Then we could commit to a value in {0, 1} by picking randomly an even or an odd number
and publish f(x). Afterwards we can open the box f(x) by revealing x. As f is one-to-one,
there is now way to change the value we have committed to.
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Assertion (i) is easily verified by inspection of Protocol Coloring. Concerning
Assertion (ii), observe that if during any iteration the colors committed to do
not form a legal k-coloring, then there is at least one edge of G that has its
two endpoints colored illegally. Now any of the m edges of G is selected with
equal probability, hence during each iteration B selects an illegally colored edge
and hence detects the illegal coloring with probability at least 1/m. Since the
iterations are assumed to be mutually independent (i.e., the random bits used for
the different iterations are mutually independent), the probability of accepting
in case none of the colorings committed to is legal can be bounded from above
by

(1− 1
m

)m ≤ 1
e
≤ 1

2
,

(Recall that (1 − 1/m)m converges nondecreasingly to 1/e with e = 2, 71 . . ..)
Finally, consider the communication between A and B. No matter how B de-
termines the edge of which she wants to know the colors of the endpoints, i. e.,
even if B deviates from the protocol and does not pick the edge at random, in
each iteration B just receives two distinct random colors in {1, . . . , k}. Further-
more, the pairs of colors obtained during the different iterations are mutually
independent. These colors reveal to B some partial information about A’s ran-
dom source, however, intuitively it is obvious that B does not learn anything
relevant about colorings of G. In order to formalize the latter argument, ob-
serve that B easily could produce on its own a sequence of pairs of colors that
has the same distribution as the sequence evolving during the protocol, hence
the actual communication that occurs does not improve B’s knowledge. The
latter formalization is a special form of the formal definition of the zeroknowl-
edge property, where it is required that B can generate on its own sequences of
exchanged messages that have the same distribution as the messages actually
exchanged with A.

1.4 Fingerprinting

Consider the following situations where we want to compare two possibly large
binary words (say, a large file), while comparing them bit by bit is infeasible.

(i) When transmitting a file over a possibly noisy channel, we might want to
check the correctness of the transmission without transmitting the whole
file twice.

(ii) We might want to check whether the current version of a file differs from
an older version without storing a separate copy of the older version.

In both situations, instead of comparing the files themselves, we could com-
pare fingerprints of them. Roughly, a fingerprint of a word w is obtained
by mapping the word to a much smaller word f(w) in such a way that with
high probability, distinct words have distinct fingerprints. For example, for all
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words w = w1 . . . wn of length n and any natural number k > 0, let

f̃(w) = 2nwn + 2n−1wn1 + . . .+ 2w1 and fk(w) = f̃(w) mod k . (1)

We may use fk(w) as a fingerprint of w. The value fk(w) requires approxi-
mately log k bits of storage, so if we choose k < n, then fk(w) will be consid-
erably smaller than w itself. Thus in the first situation above it is reasonable
to transmit the fingerprint fk(w) together with the transmitted word w, while
in the second situation we can compare the fingerprint of the current version of
the file with the stored fingerprint of the old version.

Trivially, for any number k the fingerprints fk(u) and fk(v) of identical words u
and v will be the same. When are these fingerprints the same for distinct words u
and v? This happens if and only if f(u) and f(v) leave the same remainder
modulo k, i.e., if and only if

k divides |f(u)− f(v)| . (2)

In case the changes we want to detect are caused by a random process, say,
by random transmission errors, using a fixed value of k might be good enough.
However, this deterministic strategy fails against deliberate changes by a clever
adversary who knows the parameter k. In the second situation above, such an
adversary might first change relevant parts of the file (say, information related
to an account), then disguising the changes by changing less relevant parts (say,
garbage data remaining from an already deleted file) in such a way that (2) holds
when u and v denote the old and the new version of the file. We argue now that
by choosing a prime modulus at random, there is only a small probability that
the changes of the adversary are not reflected in the fingerprints. 2

Algorithm Fingerprint
(Parameter: a natural number t)
Input: Two words u and v of length n ≥ 3.

Choose p uniformly at random among the first tn prime numbers.
If fp(u) = fp(v) then accept, else reject.

Proposition 16 Assume that Algorithm Fingerprint with parameter t is ap-
plied to words u and v. In case both words are identical, the algorithm accepts
with probability 1, in case they differ, the algorithm accepts with probability at
most 1/t.

Proof. In case u and v are the same, then fp(u) = fp(v) for all values of p, hence
the algorithm accepts with probability 1. Next assume, on the other hand, that u
and v differ and let

d = |f(u)− f(v)| .
2Of course, we have to assume that the adversary does not know the parameter k. Moreover,

the adversary must not be able to change the stored fingerprint. The latter requirement is
reasonable because the fingerprint is much smaller than the file itself and hence might be stored
by different means or in a different location.
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Then the algorithm accepts if and only if the randomly chosen prime p divides d.
Moreover, 1 ≤ d ≤ 2n+1 ≤ 2 · 3n−1 for n ≥ 3, hence d differs from 0 and has at
most n distinct prime factors. So the probability that p is equal to one of these
factors, i.e., the probability that p divides d, is at most n/(tn) = 1/t. ut

Remark 17 Algorithm Fingerprint requires to choose a prime at random among
the first tn primes. This is no problem in case tn is so small that we can store a
table of all this primes. For larger values of tn we can proceed as follows. By the
prime number theorem (see Aigner and Ziegler [1, Chapter 1] and the references
cited there), we have

lim
m→∞

|{p ≤ m : p is prime }|
m/ logm

= 1 ,

i.e., for large m, there are approximately m/ logm prime numbers less than or
equal to m. Thus we can choose a number m such that there are approximately tn
prime numbers less than or equal to m. Then we pick successively numbers less
than or equal to m and run a randomized primality test against them, until we
find a number p that passes the test.

If we use p in Algorithm Fingerprint as before, the probability of error will be
roughly the same, except that we have to take into account that with small prob-
ability, the number p we have chosen is not a prime (in which case our analysis
of the error probability is no longer valid). Note that even if p is not a prime,
Algorithm Fingerprint will always accept any pair of identical words. For de-
tails and for an introduction to primality tests see for example Motwani and
Raghavan [24, Sections 7 and 14.6].

1.5 Self-correcting programs

The existing methods for ensuring correctness of hard- or software are not fully
satisfying, e.g., they are likely to overlook certain bugs, as it is the case for sim-
ple testing, or they are impracticable in most situations, as it is the case for the
various approaches to formal verification. As a consequence, current hard- and
software is apt to produce erroneous results under certain circumstances or at
certain inputs. For example, the well-known division bug in the Pentium micro-
processor resulted in incorrect computation for certain rare inputs. Blum and
Wasserman [5], after discussing the Pentium division bug and similar failures,
investigate into general methods for checking and correcting programs. Among
others, they propose a method for correcting a program where the result for the
actual input is expressed in terms of the result for a randomly chosen input.
This is done in such a way that even in case the actual input leads to an erro-
neous computation, this is unlikely for the random input. Similarly, a program
can be checked by relating the result for the actual input to randomly chosen,
less complex inputs. As an example for these methods, we present checkers and
correctors for multiplication. While Blum and Wasserman deal with multipli-
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cation of floating point numbers, we consider the simpler setting of multiplying
two natural numbers that are represented by a word of a fixed length n.

In order to check whether the product of a and b is indeed c, we might use
Algorithm MultiplicationCheck.

Algorithm MultiplicationCheck
(Parameter: a natural number t)
Input: three natural numbers a, b and c of size at most 2n.

Choose p uniformly at random among the first tn prime numbers.
Let d1 = c mod p.
Let d2 = ((a mod p)(b mod p)) mod p
If d1 = d2 then accept, else reject.

Algorithm MultiplicationCheck accepts inputs where ab = c with probability 1.
For other inputs, the algorithm accepts with probability at most 1/t, as can be
shown by essentially the same proof as for Proposition 16. Similarly, Remark 17
on the choice of p in Algorithm Fingerprint applies also to the choice of p in
Algorithm MultiplicationCheck. For values of t that are not too large, the com-
putation of d1 and d2 can be considered to be less complex and hence to be less
likely to be incorrect than the computation of ab.

Next we deal with correcting a program that is meant to be used for multiply-
ing two n-bit natural numbers but produces incorrect results on certain input
pairs (i.e., on the same input, the program is either always correct or is always
incorrect). The correcting routine requires to multiply (n+ 1)-bit natural num-
bers, so we assume that the multiplication program actually takes pairs of such
numbers as input. Furthermore, we assume that an ε-fraction of these pairs are
multiplied incorrectly.

Algorithm MultiplicationCorrection
Input: two natural numbers a and b, each represented by n bits.

Determine n-bit natural numbers r1 and r2 by 2n independent
tosses of a fair coin.
Let c = (a+ r1)(b+ r2)− r1(b+ r2)− r2(a+ r1) + r1r2 .(∗)

Output: c (where c is assumed to be equal to ab.)

Proposition 18 Assume that Algorithm MultiplicationCorrection is run on a
processor where addition and subtraction are always correct, while multiplication
is incorrect for an ε-fraction of all pairs of (n + 1)-bit natural numbers. Then
for any pair a and b of n-bit natural numbers, the probability that the algorithm
fails to compute the product of a and b correctly is at most 16ε.

Proof. By multiplying out the right-hand side of (∗) it is easy to see that c is
indeed equal to the product of a and b, provided that the arithmetical operations
involved in the calculation of c have all been evaluated correctly. By assumption,
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addition and subtraction are always correct, so when calculating the probability
for an error, it suffices to consider the four multiplications in (∗). If we can
argue that for each of them, the probability for an incorrect computation is at
most 4ε, then we are done because by adding up the four error probabilities we
obtain that the overall error probability is at most 16ε.

We calculate a bound for the error probability of the second product, i.e., for
the probability that the product of r1 and (b+ r2) is evaluated incorrectly, and
we omit the virtually identical considerations for the three remaining cases. By
construction, the words r1 and r2 are chosen uniformly and independently among
all the 2n words of length n, hence the pair (r1, b+ r2) is chosen uniformly from
a set P of 22n pairs. The set P comprises a 1/4-fraction of the 22(n+1) pairs of
(n+1)-bit integers (where, for example, we consider the n-bit natural number r1

as an (n+ 1)-bit natural number in the natural way). Furthermore, the fraction
of pairs of (n+ 1)-bit natural numbers that are multiplied incorrectly is ε. As a
consequence, the fraction of pairs in P that lead to an incorrect multiplication
is at most 4ε. ut

Remark 19 Blum and Wasserman report that the pentium division bug results
in an incorrect computation for less than one in eight billions inputs. By applying
Algorithm MultiplicationCheck, we could transform the processor into a device
that for any input computes the correct result with extremely high probability, i.e.,
for any input, only about two in a billion invocations will not produce the correct
result. Furthermore, by repeatedly applying the corrected program to the same
input and then determining the output by a majority vote among the possibly non-
identical results, the probability of an error that is solely caused by the division
bug can be made so small that an error due to other failures is much more likely.

1.6 Byzantine Agreement

In this section we describe a randomized protocol that solves the Byzantine
agreement problem from the theory of distributed computing. We follow the
exposition by Motwani and Raghavan [24], see there for details and further
references.

In the Byzantine agreement problem, we have n processors (or, say, Byzantine
generals, . . .) that communicate with each other in order to reach an admissi-
ble agreement on a binary value b, where admissible agreement will be defined
shortly. For a fraction of strictly less than δ = 1/8 of the processors we cannot
assume collaboration, in fact, these processors might even deliberately proceed
in such a way as to prevent the group from reaching such an agreement. De-
pending on the actual application, these processors might be considered as being
faulty or being traitors and we call them the bad processors. On the other hand,
a fraction of at least 1 − δ = 7/8 of the processors collaborate in reaching an
admissible agreement, these are the good processors.

Each processor has an initial binary value and the byzantine agreement problem
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asks for a protocol that results in an agreement on a binary value b that reflects
to a certain extent the majority among the initial values. However, as not all
processors collaborate, there cannot be a protocol such that b is always the
majority vote with respect to the initial values. Instead, we require that the
protocol results in an admissible agreement in the following sense.

(i) Finally, the good processors must agree on the same value b (in particular,
each good processor must know b).

(ii) In case all the good processors have the same initial value, then b must be
equal to this value.

The communication between the processors is done in rounds s = 1, 2, . . .. At the
beginning of each round, each processor sends messages to all other processors.
The messages sent by a processor to different receivers might differ. Before
the communication starts, the bad processors may agree on a common strategy
that is not known to the good processors. This strategy can be arbitrarily
complex and may determine the behavior of the processors in all situations that
may possible occur in the course of the communication. Furthermore, at the
beginning it is not known to the good processors which processors are bad.

A natural strategy for reaching an agreement on a binary value between sev-
eral processors is the following. Each processor votes for either 0 or 1 and the
agreement is on 1 if and only if the total count of votes for 1 exceeds a certain
threshold t. However, as there is no centralized trusted authority that might
decide whether the threshold is exceeded, each processor has to reach its own
decision. Now assume that the number of good processors that vote for 1 is
below the threshold, while in case all the bad processors would also vote for 1,
the threshold would be exceeded. Then in the local view of any processor the
threshold is exceeded or not, depending on the number of 1’s this processor
receives from the bad processors. So by sending different messages to the differ-
ent processors, the bad processors can arrange any pattern of locally exceeded
thresholds they like. In the Protocol ByzantineAgreement, this problem is han-
dled by a simple trick. In each round, a common threshold is chosen randomly
and uniformly among one of two possible values. The point in choosing a ran-
dom threshold is that the threshold is only determined after all the messages
have been sent and that the difference between the two possible thresholds is
larger than the number of bad processors. Hence no matter what the actual
count of 1’s among the votes of the good processors is, at least for one of the
thresholds the messages sent by the bad processors do not make a difference
with respect to the question whether the threshold is exceeded or not. Thus
with probability at least 1/2, the decisions of all good processors are the same,
hence all good processors vote the same in the next round, which then ends the
protocol.
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Protocol ByzantineAgreement
(There are n ≥ 2 processors, the following is the algorithm for Processor i.)
Input: A binary value bi.

Fix constants t0 = 5
8n and t1 = 6

8n.
Let vi(1) = bi.
For rounds s = 1, 2, . . . do the following.

Send vi(s) to all others.
For all j 6= i, receive vj(s) from Processor j.
For l = 0, 1, let cl = |{j : 1 ≤ j ≤ m and vj(s) = l}|.
If c0 ≥ c1 then u(s) = 0 and c(s) = c0,

else u(s) = 1 and c(s) = c1.
(The most frequent value among v1(s), . . . , vn(s) is u(s)

and c(s) is its count.)
Let τ(s) ∈ {0, 1} be obtained by tossing a fair coin
(The random bit τ(s) is the same for and is known to all processors.)
If c(s) > tτ(s) , then vi(s+ 1) = u(s), else vi(s+ 1) = 0.
If c(s) > 7

8n, then assume that the agreement is on u(s)
and let vi(s+ 1) = vi(s+ 2) = vi(s+ 3) = . . . = u(s).

Proposition 20 Let a group of n processors communicate with each other such
that all but a fraction of at most δ = 1/8 of the processors obey the Protocol
ByzantineAgreement. Then an admissible agreement is reached with probability 1
and in an expected number of rounds that is constant.

Proof. First observe that in case all the good processors share the same initial
value b, then more than 7/8 of the processors send message b in the first round,
hence the bad processors cannot prevent that at the end of the second round all
the good processors assume an agreement on b. So in case all good processors
have the same initial values, an agreement on this value is reached. Thus it
suffices to show that with probability 1, an agreement on some value is reached.

Fix any round s and suppose no processor has assumed an agreement during any
of the rounds 1 through s−1. Then with probability at least 1/2 some processor
assumes an agreement in round s + 1. Let c be the number of good processors
that vote for 1 at the beginning of the round, i.e., each processor receives a
number of votes for 1 of at least c and of less than c + δn votes. This range
contains at most one of the possible thresholds t1 and t2 because the difference
between t1 and t2 is δn. Thus for at least one of the thresholds t1 and t2, all
numbers in this range are either below or above the threshold, hence such a
threshold is chosen with probability at least 1/2. In this case, as no processor
has assumed an agreement before, all the good processors will vote the same at
the beginning of round s+ 1, and as there are more than (7/8)n of them, at the
end of round s + 1 all good processors will assume an agreement on the same
value.
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Next fix any round s and suppose that s is the least round such that at the
end of the round some good processor assumes that an agreement has been
reached. Then all good processors assume an agreement on the same value in
round s+1. For a proof, consider round s. Suppose that at the end of the round,
Processor j assumes an agreement on the binary value b. Then in the local view
of Processor j, more than a fraction of 7/8 of all processors have voted for b
at the beginning of the round. Hence more than (6/8)n good processors must
have been voted for b, and as all of them obey the protocol and send always the
same message to all others, at the beginning of the round, all processors have
received more than (6/8)n votes for b. So for all processors both of the possible
thresholds are exceeded and, as by assumption no processor has assumed an
agreement on a different value before, in the next round all good processors vote
for b, hence from then on all good processors assume an agreement on b.

By the discussion in the preceding paragraphs, an admissible agreement is reached
two rounds after some good processor assumes an agreement for the first time
and in case the latter has not happened up to round s, this happens with prob-
ability at least 1/2 during round s + 1. From this it is easy to see that an
admissible agreement is reached with probability 1. Furthermore, the expected
number of rounds required to reach an agreement is constant because it can be
bounded from above by the converging infinite sum 2

2 + 3
4 + 4

8 + 5
16 . . . . ut

For the version of the Byzantine agreement problem stated above, there are
deterministic protocols that reach an admissible agreement within n+ 1 rounds
and it can be shown that any deterministic protocol requires that many rounds
in worst case [24]. So by Proposition 20, we have an example of a problem where
randomization is provably better than determinism.
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2 Derandomization

2.1 An Example: Finding Cuts

Many randomized algorithms can be derandomized in the sense that they can
be transformed into a deterministic algorithm that solves the same task in a
way similar to the original algorithm. In general, the deterministic algorithm
may be less elegant or may perform worse, e.g., may consume more resources
or may yield a solution that is not quite as good as the one obtained from the
randomized algorithm.

In this section we present derandomization by the method of conditional ex-
pectation and derandomization by k-wise independent random variables. These
standard techniques are explained by applying them to the following randomized
algorithm Cut, which takes a graph with m edges and returns a cut with at least
m/2 edges crossing the cut.

Definition 21 Let G = (V,E) be a graph. A cut of G is a partition of V
into two disjoint subsets V0 and V1. The weight of a cut is the number of edges
between V0 and V1 (i.e., the cardinality of the set { {u, v} ∈ E : u ∈ V0, v ∈ V1}).

Algorithm Cut

Input: A graph G = (V,E) where V = {1, . . . , n}.
Choose random bits r1, . . . , rn by independent tosses of a fair coin.
Let V0 = {i : ri = 0}.
Let V1 = {i : ri = 1}.

Output: The cut (V0, V1).

Proposition 22 Let G be a graph with m edges. Then on input G, the expected
weight of the cut returned by Algorithm Cut is m/2. In particular, the graph G
has a cut with weight at least m/2.

Proof. Fix any graph G = (V,E) and assume that Algorithm Cut is run on this
graph. Assume that E has m edges e1, . . . , em. For any edge ei = {ui, vi}, define
a random variable êi that has value 1 in case edge ei crosses the cut returned
by the algorithm and has value 0, otherwise. Then the expected value of this
random variable is

E [êi] = 1 · Prob[êi = 1] + 0 · Prob[êi = 0]
= Prob[ui ∈ V0 and vi ∈ V1] + Prob[ui ∈ V1 and vi ∈ V0] (3)
= Prob[ui ∈ V0] Prob[vi ∈ V1] + Prob[ui ∈ V1] Prob[vi ∈ V0]

=
1
2
· 1

2
+

1
2
· 1

2
=

1
2
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In (3) we exploit that the assignments of nodes to the two sides of the cut are
mutually and hence pairwise independent, thus for any pair u and v of distinct
nodes and all ju, jv in {0, 1},

Prob[u ∈ Vju and v ∈ Vjv ] = Prob[u ∈ Vju ] · Prob[v ∈ Vjv ] (4)

Let ŵG be the weight of the cut obtained by applying Algorithm Cut to the
graph G, i.e., ŵG is just the sum of the êi. By linearity of expectation and (3)
we obtain

E [ŵG] = E [ê1 + . . .+ êm] = E [ê1] + . . .+ E [êm] =
m

2
(5)

Now, if all possible outcomes of the coin tosses of Algorithm Cut resulted in a
cut with weight strictly less than m/2, then (4) would be wrong. Hence we can
pick a sequence of coin tosses that yields a cut with weight at least m/2 and
thus in particular there is such a cut. ut

2.2 Derandomization by Conditional Expectation

For any word α of length s ≤ n, let Cutα be the algorithm that works es-
sentially like Algorithm Cut, except that r1 . . . rs is set equal to α (while the
bits rs+1 through rn are again chosen by independent coin tosses). For example,
Algorithm Cut01 will always assign the first node to V0, the second node to V1,
and the remaining nodes according to independent coin tosses. Furthermore, let
ŵG(α) be the weight of the random cut returned by Algorithm Cutα on input G.

Let λ denote the empty word, i.e., the unique word of length 0. Then the
Algorithms Cutλ and Cut coincide, hence so do the expected values of their
results ŵG(λ) and ŵG. Thus we obtain from (5)

E [ŵG(λ)] = E [ŵG] =
m

2
. (6)

Now consider Algorithm Cutα where α has length s, when applied to a graph G
with at least s + 1 nodes. Then with probability 1/2, the random bit rs+1

is set to 0 and in this situation, the algorithm behaves like Cutα0. Likewise,
with probability 1/2 the random bit rs+1 is set to 1 and the algorithm behaves
like Cutα1. In terms of expected weight of the resulting cuts, this means that

E [ŵG(α)] =
1
2
E [ŵG(α0)] +

1
2
E [ŵG(α1)] , (7)

hence it can not be that both expected values on the right-hand side are strictly
smaller than the expected value on the left-hand side, i.e., we have

E [ŵG(α)] ≤ E [ŵG(α0)] or E [ŵG(α)] ≤ E [ŵG(α1)] (8)

This leads to the following derandomized version of Algorithm Cut. Succes-
sively determine values r1, r2, . . . such that E [ŵG(r1 . . . rs)] is non-decreasing
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in s and, accordingly, E [ŵG(r1 . . . rs)] is always at least as large as the initial
value E [ŵG(λ)] = m/2. (For the sake of simplicity, in the condition of the if-
clause of the algorithm, we write r1r0 and r1r1 for the empty word and for r1.)

Derandomized Algorithm Cut (Method of Conditional Expectation)
Input: A graph G = (V,E) where V = {1, . . . , n}.

For s = 1, . . . , n
If E [ŵG(r1 . . . rs−10)] ≥ E [ŵG(r1 . . . rs−11)] (∗)
then rs = 0 else rs = 1

Let V0 = {i : ri = 0}.
Let V1 = {i : ri = 1}.

Output: The cut (V0, V1).

If applied to a graph G with m edges, the derandomized version of Algorithm Cut
yields a cut of weight wG of at least m/2. For a proof, it suffices to observe that

m

2
= E [ŵG(λ)] ≤ E [ŵG(r1)] ≤ E [ŵG(r1r2)] ≤ . . .

. . . ≤ E [ŵG(r1, . . . , rn−1)] ≤ E [ŵG(r1, . . . , rn)] = wG (9)

where the first equation is just (5), the second equation is immediate from the
definition of both sides, and the inequalities hold because of (8) and the choice
of the ri.

Concerning the efficiency of the derandomized version of Algorithm Cut, it re-
mains to show that Condition (∗) can be evaluated efficiently. Consider itera-
tion s of the for-loop of the algorithm, assuming that r1 . . . rs−1 have already
been defined. Partition E into four sets E1, E2, E0

3 , and E1
3 defined by

E1 = { {j1, j2} ∈ E : j1 < s and j2 < s}
E2 = { {j1, j2} ∈ E : j1 > s or j2 > s}
Ei3 = { {j, s} ∈ E : j < s and rj = i} .

In order to compare the values of E [ŵG(r1 . . . rs−1rs)] for rs = 0 and rs = 1,
we ask for each of the four sets which of its edges will be in the constructed cut.
The choice of rs makes no difference with respect to the edges in E1 and E2.
For the edges in E1, it is determined by r1 . . . rs−1 which edges will cross the
constructed cut and accordingly, let

E′1 = {{j1, j2} ∈ E1 : rj1 6= rj2} ,

i.e., E′1 contains all edges in E1 that connect two nodes that have already been
assigned to different sides of the cut. Any edge in E2 will cross the constructed
cut with probability 1/2 because after having assigned the lesser endpoint of the
edge to one side of the cut, the larger endpoint will be assigned to the other side
with probability 1/2. On the other hand, the choice of rs makes a difference with
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respect to the edges in the sets E0
3 and E1

3 . For rs = i, all edges in E1−i
3 but no

edge in Ei3 will cross the constructed cut. In summary we have for i = 0, 1,

E [ŵG(r1 . . . rs−1i)] = |E′1|+
1
2
|E2|+ |E1−i

3 | .

So the comparison of E [ŵG(r1 . . . rs−1rs)] for rs = 0 and rs = 1 amounts to
compare the sizes of E0

3 and E1
3 , i.e., we simply have to count for the nodes 1

through s − 1 that are neighbors of node s, how many of the corresponding
bits rj are equal to 0 and to 1.

The derandomized version of Algorithm Cut then can be rephrased as follows.
The new and the old version of the algorithm are identical except for the formu-
lation of the condition in the if-clause.

Derandomized Algorithm Cut (Method of Conditional Expectation)
Input: A graph G = (V,E) where V = {1, . . . , n}.

For s = 1, . . . , n
If |{j < s : {j, s} ∈ E and rj = 1}| ≥ |{j < s : {j, s} ∈ E and rj = 0}|
then rs = 0 else rs = 1.

Let V0 = {i : ri = 0}.
Let V1 = {i : ri = 1}.

Output: The cut (V0, V1).

So we end up with an efficient and extremely simple deterministic algorithm,
while the randomized version of the algorithm is still used for verifying that the
deterministic version works as required.

2.3 Derandomization by k-Wise Independent Random Vari-
ables

For any randomized algorithm we obtain a trivial derandomization by just sim-
ulating the algorithm for every possible value of its random source. In general,
however, the deterministic algorithm obtained this way will run slower than the
randomized algorithm by an exponential factor. More precisely, a randomized
algorithm that runs for t steps might use up to t random bits, hence the trivial
derandomization must simulate the algorithm for 2t possible random sources.
For example, the Algorithm Cut from Section 2.2 uses n random bits on a graph
with n nodes, hence its trivial derandomization runs for at least 2n steps. This
time complexity is usually considered to be infeasible and is indeed roughly the
same as the complexity of an exhaustive search through all possible cuts.

The trivial derandomization can be useful when applied to randomized algo-
rithms where the number of random bits used is small compared to the running
time. For example in case the number of random bits is logarithmic in the
running time, then the number of distinct values of the random source is ap-
proximately the same as the running time, hence the trivial derandomization
will approximately square the running time.
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Next we consider a variant of Algorithm Cut where the number of random bits
is logarithmic in the number of nodes of the input graph. The new algorithm
works like the old one except that the random bits r1 . . . rn are not obtained by
independent tosses of a fair coin but by a randomized mapping

sτ : i 7→ ri

that depends on a random word τ . The idea underlying the construction of sτ
is the following. In the verification of Algorithm Cut we have used that the ri
are pairwise independent but not that they are mutually independent. Thus the
verification goes through as long as we ensure that the ri obtained from sτ are
pairwise independent. The point in generating the ri via the mapping sτ is that
the set of all possible assignments to τ is considerably smaller than the set of
all possible assignments to the ri, hence the trivial derandomization is feasible
with respect to τ . Informally, we call this type of derandomization the method
of small sample spaces or the method of pairwise (k-wise) independent variables.

Definition 23 Let D and R be two finite sets. Let τ be a random variable
that assumes values in {a1, . . . , al}. Suppose that for each al, we have fixed a
mapping sal

and let sτ be the random mapping from D to R where sτ (x) = sal
(x)

in case al is the actual outcome of τ .

Then sτ is said to have pairwise independent values if for all x1 6= x2 in D and
for all y1 and y2 in R, we have

Prob[sτ (x1) = y1 and sτ (x2) = y2] = Prob[sτ (x1) = y1]·Prob[sτ (x2) = y2] (10)

(where the probabilities refer to the ones induced by the distribution of τ .)

Mappings that have pairwise independent values and use a number of random
bits that is logarithmic in the size of their domain can be constructed by algebraic
methods. Recall that for natural numbers y and p > 0, the term y mod p
denotes the remainder of x when divided by y. For example (2p mod p) is 0
and (3p− 1 mod p) is p− 1 for all p > 0.

Proposition 24 Let p be any prime number and consider the random experi-
ment where τ = (â, b̂) is determined by picking two numbers â and b̂ uniformly
and independently from {0, . . . , p− 1}. Then the mapping

sτ : {0, . . . , p− 1} → {0, . . . , p− 1}

x 7→ (âx+ b̂) mod p

has pairwise independent values and for any fixed input x, the value sτ (x) is
uniformly distributed in {0, . . . , p− 1}.

Proof. Fix any numbers x1, x2, y1, y2 in {0, . . . , p − 1} where x1 6= x2. Then
no matter what value is assumed by â, there is exactly one choice of b̂ that
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results in sτ (x1) = y1. But b̂ is chosen uniformly and independently from a
set of size p, hence the probability that sτ maps x1 to y1 is just 1/p (and
a similar statement holds for x2 and y2). On the other hand, for a prime p

it follows from basic algebra that there is exactly one choice of â and b̂ that
yields sτ (x1) = y1 and sτ (x2) = y2, hence the probability that both equations
become simultaneously true is 1/p2. In summary, we obtain that the values of sτ
are pairwise independent and are uniformly distributed in {0, . . . , p− 1}. ut

Next we use the generation of pairwise independent random variables according
to Proposition 24 for reducing the size of the sample space of Algorithm Cut.
For simplicity, we assume that the algorithm receives as additional input the
least prime p ≥ n. Then we argue that with the derandomized version of the
algorithm we do not require to know p and that in fact there are ways to generate
the ri that are slightly more involved but avoid using p at all.

Algorithm Cutpi (Using pairwise independent random bits)
Input: A graph G = (V,E) where V = {1, . . . , n} and the least prime p ≥ n.

Choose â and b̂ uniformly and independently in {0, . . . , p− 1}.
For i = 1, . . . , n, let ri = (âi+ b̂) mod p.
Let V0 = {i : ri is even }.
Let V1 = {i : ri is odd }.

Output: The cut (V0, V1).

Proposition 25 Let G be a graph with m edges. Then on input G, the expected
weight of the cut returned by Algorithm Cutpi is at least (1− 1

m2 )m2 . In particular,
the algorithm returns a cut of weight at least m/2 for some assignment of its
random source.

Proof. By Proposition 24, the values (âi+b̂) mod p are pairwise independent and
hence so are the events that these values are even or odd. Furthermore, each node
is assigned to V0 with probability (p−1)/2p and to V1 with probability (p+1)/2p.
Hence we infer like in the proof of Proposition 22 that the expected value of the
variable that indicates whether edge ei = {ui, vi} crosses the constructed cut is

E [êi] = Prob[ui ∈ V0 and vi ∈ V1] + Prob[ui ∈ V1 and vi ∈ V0]
= Prob[ui ∈ V0] Prob[vi ∈ V1] + Prob[ui ∈ V1] Prob[vi ∈ V0]

=
p− 1

2p
· p+ 1

2p
+
p+ 1

2p
· p− 1

2p
=

(p− 1)(p+ 1)
2p2

=
p2 − 1
p2

· 1
2

= (1− 1
p2

) · 1
2

(11)

By linearity of expectation, the expected weight of the constructed cut is

E [ŵG] = E [ê1] + . . .+ E [êm] =
(

1− 1
p2

)
m

2
≥
(

1− 1
m2

)
m

2
, (12)

23



where the inequality holds by p ≥ m. In particular, the expected weight E [ŵG]
differs from m/2 by at most 1/(2m). By inspection of the cases m even and m
odd, we infer that for all m > 1, the least integer larger than or equal to E [ŵG]
is at least m/2 . As usual, we can argue that some assignment to the random
source results in a cut of weight at least equal to the expected value and, as such
a cut must have integer weight, the weight is at least m/2. ut

The following derandomized version of Algorithm Cut simulates Algorithm Cutpi

for all possible choices of (â, b̂) and among all cuts computed by the simulations
outputs one with maximum weight. By Proposition 25, for the Algorithm Cutpi

there is at least one choice of τ that results in a cut of weight at least m/2, hence
the derandomized version computes a cut of weight at least m/2.

Derandomized Algorithm Cut (Method of k-wise Independent Random
Variables)
Input: A graph G = (V,E) where V = {1, . . . , n} and the least prime p ≥ n.

For all pairs (a, b) in {0, . . . , p− 1}
For i = 1, . . . , n, let ri = (ai+ b) mod p.
Let V (a,b)

0 = {i : ri is even }.
Let V (a,b)

1 = {i : ri is odd }.
Output: A cut (V (a,b)

0 , V
(a,b)
1 ) of maximum weight.

By Bertrand’s postulate [1, Chapter 2], for all n ≥ 1, the least prime p > n
is not larger than 2n. Thus the derandomized version of Algorithm Cut has
to check at most 4n2 pairs of numbers (a, b). In addition, the assumption that
the algorithm knows p can be discarded by running the algorithm for all values
of p between n + 1 and 2n, then outputting among all cuts found the one with
maximum weight. For non-prime values of p, our analysis of the performance of
the algorithm might be incorrect, but by Bertrand’s postulate we know that at
least one of these values is prime and for each such value the algorithms performs
as expected.

Finally, we can avoid the usage of p by using a little bit more of algebra. Instead
of evaluating âi+ b̂ mod p over N, which essentially amounts to evaluating âi+ b̂
over the finite field Fp with p elements, we evaluate the latter function over F2k ,
the field with 2k elements, where k is the least number such that n ≤ 2k.
Furthermore, we obtain the ri by considering the images of the first n elements
of this field. The verification of the algorithm works as before and becomes even
slightly simpler because the term (1 − 1

m2 ) in Proposition 25 disappears. The
technical details required for this construction can be found in the section on
universal hash functions in the survey by Miltersen [23].
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3 Randomized Sorting

3.1 Sorting Lists

The sorting problem asks for sorting a list of n elements according to their
size. In the general version of the sorting problem we can compare any pair
of two elements to each other but we have no additional information about
the sizes of the elements. Any algorithm that solves this problem has a worst-
case complexity of at least r = c(n log n) comparisons for some constant c, i.e.,
necessarily that many comparisons have to been used on some inputs. In a
nutshell, the reason is that by r comparisons we can distinguish at most 2r

orderings, and it can be shown that the latter number is approximately equal to
the total number n! = n ·(n−1) · . . . ·2 ·1 of distinct orderings of n elements. This
worst-case lower bound is tight up to the choice of the constant c, as there are
algorithms that achieve a worst-case complexity of O(n log n) comparisons [13].

The following algorithm Quicksort solves the sorting problem. The algorithm
is a randomized version of the usual deterministic quicksort algorithm, for de-
tails and further references see Motwani and Raghavan [19, Chapter 3] and Cor-
men et. al.[13]. Algorithm Quicksort receives as input a list of n elements, where
for the sake of simplicity we assume that the elements in the list are of mutually
distinct size. Then an element s from the list to be sorted is picked uniformly
at random. By comparison with s, the remaining elements are split into two
lists that consist of all elements that are smaller than s and are larger than s,
respectively. Then Algorithm Quicksort is applied recursively to each of these
lists and the results of the recursive calls are combined in order to get an ordered
version of the initial list.

Algorithm Quicksort (Randomized Quicksort.)
Input: A list S = (s1, . . . , sn) of n elements of mutually distinct size.

Pick an element s of S uniformly at random.
Ssmall = (si)si<s (i.e., the sequence Ssmall contains the si with si < s).
Slarge = (si)si>s

If |Ssmall| > 1, then Ssmall = Quicksort(Ssmall).
If |Slarge| > 1, then Slarge = Quicksort(Slarge).

Output: (Ssmall ◦ s ◦ Slarge) (where ◦ denotes concatenation).

Proposition 26 states that the randomized algorithm Quicksort uses O(n log n)
comparisons on average. This bound does not depend on the actual input and
indeed there are no particular bad inputs for the randomized algorithm. How-
ever, we might have bad luck with the random choices, e.g., it might happen
that we always choose the least element of the list to be sorted and in this case
Ssmall is always empty, the depth of recursion is about n, and the total number
of comparisons is about c ·n2 for some constant c. The picture is different for the
deterministic version of Algorithm Quicksort, where the element used to split
the current list is not picked at random but deterministically. It can be shown
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that in case the input list is chosen uniformly at random from the set of all per-
mutations of n elements, then the expected number of comparisons required by
the deterministic algorithm is O(n log n). However, for the deterministic version
there are certain inputs on which the algorithm always behaves much worse. For
example, consider a list that is already in increasing order and assume that we
always split by the first element in the list, hence for the given list we always
split by the least element in the list to be sorted. Then we obtain as above that
the total number of comparisons is about c · n2 for some constant c.

Proposition 26 In case Algorithm Quicksort is run on a list of n elements of
mutually distinct size, then the expected number of comparisons required to sort
the list is O(n log n).

When demonstrating Proposition 26, we follow Motwani and Raghavan [19,
Chapter 3]. Their elegant proof shows that the probabilistic method can be
applied when analyzing the performance of probabilistic (or other) algorithms.

Proof. Let S = (s1, . . . , s1) be any list of n elements of mutually distinct size
where the size of si is less than the size of si whenever i < j. Assume that
Algorithm Quicksort is applied to any permutation of this list. We show the
assertion on the expected number of comparisons and omit the easy proof that
the algorithm indeed terminates and outputs the sorted list S.

By an easy induction argument, one infers that the arguments of the recursive
calls to Quicksort are always lists that contain only elements that have not
yet been compared to each other. Furthermore, during the execution of a any
particular call to Algorithm Quicksort, any pair of elements is compared to each
other at most once. As a consequence, any pair of elements from S is compared
to each other at most once. Let Xij be the indicator variable for the event that si
is ever compared to sj , i.e., Xij = 1 if and only if this event occurs and Xij = 0,
otherwise. Then by the preceding discussion, the actual number of comparisons
is just the sum over the Xij with i < j, and the expected number of comparisons
can be written as

E

 ∑
1≤i<j≤n

Xij

 =
∑

1≤i<j≤n

E [Xij ] =
∑

1≤i<j≤n

pij , (13)

where we write pij for the probability that Xij is equal to 1. The first equation
in (13) holds by linearity of expectation and the second one follows because by
definition we have

E [Xij ] = pij · 1 + (1− pij) · 0 = pij . (14)

In order to bound the probabilities pij , fix any pair i and j where i < j. In the
sequence of recursive calls to Algorithm Quicksort, the j−i+1 elements si, . . . , sj
always stick together until for the first time one of these elements is picked for
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splitting the current list. Before, each time such a splitting element is picked,
the elements si through sj have equal chances to be picked, hence also the overall
probability for being picked first among these j−i+1 elements is just 1/(j−i+1)
for each of them. In case the first element picked differs from si and sj , then
these two elements are assigned to different sublist and are never compared.
On the other hand, the two elements are obviously compared in case one of
them is picked first. So the probability that si and sj are compared at all is
just 2/(j− i+ 1). Substituting in (13), the expected number of comparisons can
be bounded by

∑
1≤i<j≤n

pij =
∑

1≤i<j≤n

2
j − i+ 1

= 2
n−1∑
i=1

n∑
j=i+1

1
i− j + 1

≤ 2n
n∑
k=1

1
k

= 2nHn .

where Hn = 1/1 + 1/2 + . . .+ 1/n is the nth Harmonic number. But for all n,

Hn ≤ 1 + lnn, (15)

where lnn, the logarithm of n to base e = 2, 71 . . ., is in O(log n). As a conse-
quence, the expected number of comparisons is in O(n log n).

For a proof of (15), let h be the step-like function h that for all k ≥ 2, maps
every real x with k − 1 ≤ x < k to 1/k. Consider the integral over h between 1
and n. By construction, this integral is just Hn − 1. Furthermore, h(x) is
always at most 1/x, hence the integral is at most equal to the integral over
the function x 7→ 1/x between 1 and n, which is equal to lnn − ln 1 = lnn.
Inequality (15) follows. ut

3.2 Sorting Nuts and Bolts

In Section 3.1, we have considered the randomized algorithm Quicksort, which
solves the general sorting problem and uses an expected number of O(n log n)
comparisons. In this section, we consider the related but apparently more in-
volved problem of sorting nuts and bolts. The input to this problem is a pile
of n bolts of mutually distinct sizes together with a pile of n matching nuts and
the goal is to sort both piles. However, while sorting we are only allowed to
compare nuts to bolts (but not nuts to nuts or bolts to bolts). The result of
such a comparison is either nut to small, nut fits, or nut too large.

There is a simple randomized algorithm for sorting nuts and bolts, which is pretty
similar to Algorithm Quicksort from Section 3.1. Initially, we pick randomly and
uniformly a nut n. We compare n to all bolts. This way, we find the bolt b that
matches n and at the same time, split the remaining bolts into two lists that
contain the bolts smaller and the bolts larger than b. Similarly, we use b in order
to split the remaining nuts into two lists that contain the nuts that are smaller
and are larger than n. We end up with a list of small nuts and a matching list of
small bolts, as well as with a list of large nuts and a matching list of large bolts.
Then we apply the same procedure recursively to the small nuts and bolts and to
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the large nuts and bolt, and the outputs of these recursive calls are concatenated
in order to get the sorted list of nuts and the sorted list of bolts.

Algorithm NutsandBolts (Randomized sorting of nuts and bolts.)
Input: Two lists N = (n1, . . . , nn) and B = (b1, . . . , bn) of nuts and of bolts
such that each nut matches exactly one bolt.

Pick an element n of N uniformly at random.
Let b be the bolt that matches bi.
Bsmall = (bi)bi<n (i.e., the list Bsmall contains the bi with bi < n).
Blarge = (bi)bi>n

Nsmall = (ni)ni<b

Nlarge = (ni)ni>b

If |Nsmall| > 1, then (Nsmall, Bsmall) = NutsandBolts(Nsmall, Bsmall).
If |Nlarge| > 1, then (Nlarge, Blarge) = NutsandBolts(Nlarge, Blarge).

Output: (Nsmall ◦ n ◦Nlarge, Bsmall ◦ b ◦Blarge) (◦ denotes concatenation).

Proposition 27 Consider two arbitrary lists of n bolts and of n nuts where
each nut matches exactly one bolt. Then Algorithm NutsandBolts sorts these
list while using an expected number of comparisons in O(n log n).

We omit the proof of Proposition 27, which is pretty similar to the proof of the
corresponding Proposition 26 for Algorithm Quicksort.

An argument similar to the one used in connection with the general sorting
problem shows that any deterministic algorithm that solves the sorting nuts
and bolts problem uses at least c(n log n) comparisons in worst case for some
constant c > 0. Bradford and Fleischer [7] give an deterministic algorithm
that uses O(n log2 n) comparisons in worst case, thus improving on a previous
algorithm due to Alon et. al [2] that uses O(n log4 n) comparisons. Kómlós, Ma,
and Szemerédi [21] describe an algorithm that uses just O(n log n) comparisons,
however, they remark that their algorithm relies on the construction of certain
graphs that are known to exist but cannot be constructed efficiently by current
techniques [21].

In the remainder of this section, we present the algorithm by Bradford and
Fleischer. Before, we review some notation and facts related to expander graphs.

Definition 28 A graph (V,E) is bipartite if V is the disjoint union of two
sets V0 and V1 such that E does not contain any edges between nodes in V0

or between nodes in V1. In this situation, we write (V0, V1, E) for the bipartite
graph (V,E).

With a graph (V,E) understood, the neighborhood Nb(x) of a node x in V is
the set of all nodes that are connected to x by an edge in E. The neighbor-
hood Nb(U) of a set U ⊆ V is the union of the neighborhoods Nb(x) of all x
in U .
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A node of a graph has degree d if the node has exactly d neighbors. A graph
is d-regular if every node of the graph has degree d.

As graphs are do not contain loops, i.e., edges between a node and itself, the
neighborhood Nb(x) of a node x does never contain x. Furthermore, as there
is at most one edge between any pair of nodes, the neighborhood of a node x
is in one-to-one correspondence with the set of edges to which x is incident. In
particular, the degree of a node is just the number of edges to which this node
is incident. Observe that for a bipartite graph (V0, V1, E) the neighborhood of
any subset of Vi is contained in V1−i.

Definition 29 For any rational δ ≥ 0, a bipartite graph (V0, V1, E) is a δ-
expander if |V0| = |V1| and for any subset U of V0 of cardinality at most |V0|/2,
we have

|Nb(U)| ≥ (1 + δ)|U | .

In the literature there are various, slightly different definitions of the concept of
expander, which all feature the idea that any subset of nodes that is not too large
has a neighborhood that is larger than the set itself. In particular, expanders in
the sense of Definition 29 that have degree at most d are called (n, d, 1/2, 1 + δ)
OR-concentrators in Motwani and Raghavan [24, Section 5.3].

In general, it is desirable to obtain δ-expanders of degree at most d where d is
small and δ is large. Good expanders can be obtained by sophisticated methods
from algebraic graph theory, we refer to Motwani and Raghavan [24] and Mil-
tersen [23] for a survey and to Alon and Spencer [3] for a more technical account.

The Gabber-Galil expanders introduced in Definition 30 have a particularly sim-
ple structure, however, there are more recent constructions that yield expanders
with significantly better expansion factors.

Definition 30 For any m, let the Gabber-Galil expander of order m be the
bipartite graph (V0, V1, E) where

V0 = V1 = {(i, j) : 1 ≤ i, j ≤ m} ,

(i.e., V1 and V1 have m2 nodes and can hence be identified with {1, . . . ,m2})
and where for any node (i, j) in V0, the set E contains an edge between (i, j)
and each of the following nodes of V1

(i, j), (i, i+ j), (i, i+ j + 1), (i+ j, j), (i+ j + 1, j)

where all additions are meant to be modulo m.

While the construction of the Gabber-Galil-expanders is rather simple, the veri-
fication of the expansion properties as stated in Proposition 31 is more involved
and we omit the corresponding proof.
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Proposition 31 There is a rational δGG > 0 such that for any m, the Gabber-
Galil-expander of order m is a 5-regular 2δGG-expander.

For further use in the verification of the algorithm by Bradford and Fleischer,
we construct in Remark 32 a graph that satisfies a somewhat technical expan-
sion property. This graph is obtained by iterating copies of the Gabber-Galil
expander (or any other expander with similar properties).

Remark 32 For any rational α > 0 there is a constant q such that on input m
we can construct in time polynomial in m a bipartite graph Gm = (V0, V1, E)
with |V0| = |V1| = m2 such that

(i) each node in V0 has degree at most q,

(ii) for any subset U of V0 of cardinality at least α|V0|, the neighborhood Nb(U)
has cardinality

|Nb(U)| ≥
(

1
2

+ δGG

)
|V1| , (16)

where δGG > 0 is the constant from Proposition 31.

In order to construct Gm for given α > 0, let l be the least integer such that

α(1 + 2δGG)l−1 > 1/2 .

Note that l depends on α but not on m.

Let the graph H = (W,EH) be defined as follows. The node set of H is the
disjoint union of sets W0,W1, . . . ,Wl of size m2. The edges of H are only
between nodes in Wi and nodes in Wi+1 and the subgraph induced by any set of
the form Wi ∪Wi+1 is a copy of the Gabber-Galil expander of order m (i.e., the
graph H consists of l copies of the Gabber-Galil expander of order m such that
the right-hand nodes of copy i coincide with the left-hand nodes of copy i+ 1).

Say a path in H is legal if it contains at most one edge from any copy of the
Gabber-Galil expander, i.e., intuitively speaking, a legal path connects to nodes
such that when going from one node to the other, one always goes in the same
direction. Let Gm = (W0,Wl, E) where E contains edges exactly between those
pairs of nodes that are connected by a legal path of H.

It remains to show that the graphs Gm have the required properties. The Gabber-
Galil expanders are 5-regular, hence any node in W0 has at most q = 5l neighbors
in Wl. In order to show (ii), fix any subset U of W0 of size at least α|W0|2 and
let ci be the number of nodes in Wi that can be reached from U by a legal path. If
for some i < l, ci is at least |W0|/2, then we are done because then cj is at least
(1/2 + δGG)|W0| for all j > i by the expansion properties of the Gabber-Galil
expander. Assuming otherwise, the expansion properties ensure for all i that
ci+1 is at least (1 + 2δGG)ci. Contrary to our assumption, we obtain

cl−1 ≥ (1 + 2δGG)l−1c0 ≥ (1 + 2δGG)l−1α|W0| > |W0|/2

by choice of l and because c0 = |U | ≥ α|W0|.

30



The deterministic algorithm for sorting nuts and bolts by Bradford and Fleischer
works exactly the same as Algorithm NutsandBolts, except that the random
choice of the nut n used for splitting the input list is replaced by a deterministic
procedure that for some constant γ > 0 guarantees to find a nut n that is a γ-
approximate median in the sense that it splits the list into two parts that each
contain fraction of at least γ of the whole list.

Definition 33 Let D be any totally ordered domain, let x be an element of D
and let S = {y1, . . . , yn} be any list of elements of D.

The (relative) rank rank(x, S) of x in S is the fraction of elements of S that are
at most as large as x, i.e.,

rank(x, S) =
|{i : yi ≤ x and 1 ≤ i ≤ |S|}|

|S|
.

The element x is called a γ-approximate median for S if γ ≤ rank(x, S) ≤ 1−γ.

Consider the deterministic version of Algorithm NutsandBolts where the random
choice of the nut n used for splitting list is replaced by a deterministic procedure
that for some rational γ > 0 guarantees to find a nut n that is a γ-approximate
median. In case such a median can be found while using O(n log n) comparisons
in worst case, then the deterministic sorting algorithm requires O(n log2 n) com-
parisons in worst case. For a proof, fix any input (N,B) where N and B both
have n elements and picture the recursive calls to the deterministic version of
Algorithm NutsandBolts as a binary tree where the two subtrees of any node
correspond to the arguments of the recursive calls. Then the depth of this tree
is in O(log n) because each recursive calls diminishes the size of the inputs by
a factor of at least (1 − γ). Furthermore, the inputs to the recursive calls at
the same depth have a total size of at most n, hence summing up the assumed
complexity of O(n log n) comparisons over a single depth yields again O(n log n)
comparisons. So the tree has at most O(log n) levels while each level requires at
most O(n log n) comparisons, hence the overall complexity is at most O(n log2 n)
comparisons.

By the preceding discussion, the construction of a deterministic algorithm for
sorting nuts and bolts that uses O(n log2 n) comparisons in worst case can be
reduced to the problem of devising an appropriate deterministic algorithm for
finding an approximate median. The Algorithm Median below solves the latter
problem, i.e., the algorithm uses O(n log n) comparisons in worst case in order
to find a γ-approximate median for some constant γ > 0.

Initially, Algorithm Median uses Algorithm CandidateList below in order to
compute a list n1, . . . , nl of nuts and associated two-element lists of bolts (b−i , b

+
i )

such that b−i ≤ ni ≤ b+
i . For the application in Algorithm Median, we require

that the nuts in this list comprise a non-zero constant fraction of all nuts and
that each bolt appears at most constantly often in one of the two-element lists.

Algorithm CandidateList (Computing a list of candidates.)
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Input: Two lists N = (n1, . . . , nn) and B = (b1, . . . , bn) of nuts and of bolts
such that each nut matches exactly one bolt.

Let m be the maximum natural number such that m2 ≤ n.
Let N0 = (n1, . . . , nm2) and B0 = (b1, . . . , bm2).
Let G = (B0, N0, E) be isomorphic to the graph Gm from Remark 32

where α is chosen as δGG/4.

(I.e., G is obtained from Gm = (V0, V1, E) by identifying V0 with B0

and V1 with N0.)
Let M and L both be equal to the empty list.
For i = 1 to m2

If there are bolts b− and b+ in Nb(ni) such that b− < ni < b+

then
pick any pair of such bolts and let b−i = b− and b+

i = b+,
append ni to M and the pair (b−i , b

+
i ) to L.

Output: The lists M = (n1, . . . , nl) and L = ((b−1 , b
+
1 ), . . . , (b−l , b

+
l )).

Lemma 34 Let N = (n1, . . . , nn) and B = (b1, . . . , bn) be lists of nuts and of
bolts such that each nut matches exactly one bolt.

When applied to N and B, Algorithm CandidateList uses O(n) comparisons
in worst case and eventually outputs lists M and L such that b−i ≤ ni ≤ b+

i

for i = 1, . . . , n. Furthermore, there are rationals γM > 0 and γL > 0 such
that M has length at least γMn and L contains at least γLn mutually distinct
bolts, i.e.,

|M | ≥ γMn |{b−i , b
+
i , . . . , b

−
l , b

+
l }| ≥ γLn . (17)

Proof. Inspection of Algorithm CandidateList shows that the algorithm always
terminates and that b−i ≤ ni ≤ b+

i holds for all i. By construction, each of
the m2 bolts in B0 has degree at most q in G, hence G has at most qm2 edges.
Exactly those nuts and bolts that are connected by an edge are compared during
the algorithm, hence the total number of comparisons is at most qm2 ≤ qn and
is hence in O(n).

The number m has been chosen maximum such that m2 ≤ n and thus m2 ≥ n/3.
For n = 1, 2, 3 this is obviously true while for all n > 3, the closed interval
between n/3 and n contains a square because the closed interval bounded by the
square roots of n/3 and of n has size at least 1 and hence contains some natural
number. Next observe that we can assume n ≥ 24/δGG, hence

m2 >
8
δGG

.

The finitely many inputs where n is smaller can be handled by any algorithm that
computes the desired output (say, by a brute-force sorting algorithm) without
changing the asymptotic complexity O(n log n).
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In order to show the assertion on the number of mutually distinct bolts, let ε ≥ α
be the least rational such that εm2 is a natural number. This implies

ε ≤ 3
8
δGG

because εm2 and αm2 differ by at most 1, hence ε and α differ by at most 1/m2,
while α = δGG/4 and 1/m2 ≤ δGG/8.

Let B− and B+ be the sets of the least and of the largest εm2 many bolts
in B0. By Remark 32 and the definition of G, for both sets the neighboring nuts
comprise at least a fraction of 1/2+δGG of all nuts in N0. As a consequence, the
intersection of their neighborhoods must comprise at least δGGm

2 many nuts
in N0, i.e., that many nuts are compared to a bolt in B− and in B+. If we
subtract all nuts that match a bolt in at least one of the two latter sets, we are
left with a fraction of at least

δM = δGG − 2ε ≥ 2
8
δGG > 0

of all nuts in N0. By construction, all this nuts are compared to a strictly smaller
and to a strictly larger bolt and are thus contained in M . Furthermore, each nut
in M is compared to two bolts that appear in L while each bolt in L is compared
to at most q nuts, thus L must contain at least a fraction of δL = 2δM/q of the m2

bolts in N0. By m2 ≥ n/3 and |N | = |B| = n, this implies that M contains a
fraction of at least γm = δM/3 of the bolts in B, while L contains a fraction of
at least γL = δL/3 of the bolts in B. ut

In Algorithm Median, first we obtain lists M and L as they are provided by
algorithm CandidateList. Then the algorithm proceeds in rounds. At the begin-
ning of each round the nuts in M are paired and from each pair one nut survives
to the next round while the other nut is discarded. The criteria for surviving is
which of the two nuts has rank closer to 1/2 with respect to the combined list of
bolts of both nuts. The combined list, which might contain multiple copies of a
single bolt, is then assigned to the surviving nut. For technical reasons that will
become clear in the verification of the algorithm, we pair only nuts where both
have rank strictly less than 1/2 or both have rank at least 1/2 with respect to
their current list. Furthermore, in case the total number of nuts to be paired is
odd, the single remaining nut is simply discarded together with its list of bolts.

Algorithm Median (Computing a γ-approximate median.)
Input: Two sequences N = (n1, . . . , nn) and B = (b1, . . . , bn) of nuts and of
bolts such that each nut matches exactly one bolt.

Apply Algorithm CandidateList to N and B in order to obtain
lists M = (n1, . . . , nl) and L = ((b−1 , b

+
1 ), . . . , (b−l , b

+
l )).

For i = 1 to l, let Li = (b−i , b
+
i ).

While |M | > 2
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Let Mlow = {ni ∈M : rank(ni, Li) < 1/2} .
Let Mhigh = {ni ∈M : rank(ni, Li) ≥ 1/2} .
If |Mlow| is odd, pick a nut in Mlow and discard it from Mlow and M .
If |Mhigh| is odd, pick a nut in Mhigh and discard it from Mhigh and M .
Pair the nuts in Mlow and pair the nuts in Mhigh.
For all pairs (ni, nj) obtained this way

if rank(ni, Li ◦ Lj) is closer to 1/2 than rank(nj , Li ◦ Lj)
then let Li = Li ◦ Lj and discard nj from M ,
else let Lj = Li ◦ Lj and discard ni from M .

Let n be any nut ni remaining in M .
Output: The nut n.

Proposition 35 There is a rational γ > 0 such that when Algorithm Median
is applied to lists N = (n1, . . . , nn) and B = (b1, . . . , bn) of nuts and of bolts
where each nut matches exactly one bolt, the algorithm outputs a γ-approximate
median for N while using O(n log n) comparisons.

Proof(Sketch). Let k be the number of iterations of the while-loop. Then we
have k ≤ log |M | + 1 because during each iteration of the while-loop at least
half of the nuts in M are discarded. On the other hand, k ≥ log |M | − 2 for
sufficiently large n because in total at most 2k nuts are discarded that have not
been paired before (again we can argue that we can apply an arbitrary algorithm
that produces the desired output for the finitely many inputs where n is smaller).
Furthermore, an easy induction argument shows that after the while-loop has
been executed j times, then for all nuts that have not been discarded from M ,
the corresponding list of bolts has length 2j+1. In particular, the nuts that
survive all k iterations have a list of bolts of length of at least

2k+1 ≥ 2(log |M |)−1 =
|M |

2
≥ γMn

2
,

where the inequalities and equations follow, from left to right, by the preceding
discussion, by definition of the function log, and by Lemma 34. As each bolt
appears at most q times in any list, each of these final lists contains at least δ1n
mutually distinct bolts where δ1 = γMn/(2q) > 0. We show next that at any
time any nut is a 1/4-approximate median of its list of bolts. This then finishes
the proof of the proposition because then each nut surviving all iterations is
a 1/4-approximate median for a fraction of δ1 of all bolts and hence is a δ1/4-
approximate median with respect to all bolts.

It remains to show that at any time any nut ni in M is a 1/4-approximate
median of its list of bolts. For a proof by induction, observe that initially this
assertion is true by Lemma 34 and the choice of the b−i and b+

i . In order to
show that this property is maintained during the execution of the algorithm,
consider two nuts ni and nj that are paired and assume by induction hypothesis
that they are 1/4-approximate medians of their lists of bolts Li and Lj . We
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assume that both nuts are in Mhigh and omit the symmetrical case where both
nuts are in Mlow. Furthermore, let ni be smaller than nj . We have to show that
the nut that survives is a 1/4-approximate median of the combined list Li ◦ Lj .
The nut ni has rank at least 1/4 with respect to the combined list because it has
rank at least 1/2 with respect to Li and the lists Li and Lj are of equal length.
By induction hypothesis, nut nj and hence also the smaller nut ni have rank at
most 3/4 with respect to Lj . But ni has also rank at most 3/4 with respect to Li
and hence also with respect to the combined list. Thus ni is a 1/4-approximate
median for the combined list and the assertion follows because ni survives unless
the rank of nj with respect to the combined list is even closer to 1/2. ut
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4 Applications in Logic

4.1 The Rado-graph and a 0-1-law for graph theory

In this section, we investigate into the properties of random graphs in a setting of
first-order logic. For an introduction to first-order logic, we refer to the textbooks
by Ebbinghaus, Flum, and Thomas [15] and by Enderton [16].

The language LG of graph theory is the vocabulary that contains just a single
binary predicate E. A structure over this vocabulary is called a graph if it
satisfies the axioms of graph theory

δ1 ≡ (∀x)[¬E(x, x)] and δ2 ≡ (∀x, y)[E(x, y)→ E(y, x)]} ,

which assert that graphs do not contain loops (i.e., there are no edges between
a node and itself) and are undirected (i.e., the edge relation is symmetric).

We consider graphs where the node set V and hence also the graph itself are
either finite or countably infinite. Unless explicitly stated otherwise, we assume
for simplicity that V is either equal to {1, . . . , n} for some natural number n > 0
or is equal to N. For any such node set V , the random graph

Ĝ = (V, Ê)

is obtained by the chance experiment where the edge relation Ê is determined
by independent tosses of a fair coin, i.e., each possible edge is added with proba-
bility 1/2 and independent of all other edges. Note that this is indeed equivalent
to picking a random graph according to the uniform distribution on the set of
all graphs with node set V .

Example 36 The edge relation of the random graph Ĝ = (N, Ê) can be viewed
as being obtained in stages s = 1, 2, . . . where the set of edges is initially empty
and

at stage s, it is determine by independent tosses of a fair coin for
all j < s, whether an edge between j and s should be added

(say, an edge is added if and only if the corresponding toss comes up head).

What can be said about the graph (N, Ê)? It comes as a slight surprise that
with probability 1, this graph is isomorphic to some fixed graph, called the Rado
graph. In order to prove the latter assertion we introduce the following notation.

Definition 37 For any natural number k > 0 and any subset I of {1, . . . , k},
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the extension axiom ϕIk is defined by

ϕIk ≡ ∀v1 . . . ∀vk

 ∧
1≤i<j≤k

vi 6= vj → ∃vk+1

 ∧
1≤i≤k

vi 6= vk+1

∧
∧
i∈I

(E(vi, vk+1) ∧ E(vk+1, vi)) ∧
∧
i/∈I

(¬E(vi, vk+1) ∧ ¬E(vk+1, vi))

]]

In words, the extension axiom ϕIk asserts that for any k-tuple v1, . . . , vk of mu-
tually distinct nodes there is a node vk+1 that is distinct from all the nodes in
this tuple and is connected to the jth node in the tuple if and only if j ∈ I.

Proposition 38 With probability 1, the random graph (N, Ê) is a model of

Trand = {ϕIk : k > 0 and I ⊆ {1, . . . , k} } ∪ {δ1, δ2} .

Proof. By construction, (N, Ê) satisfies δ1 and δ2, hence it suffices to show that
with probability 1 all extension axioms are satisfied. By σ-additivity of the un-
derlying probability measure, it suffices in turn to show that each of the count-
ably many extension axioms is satisfied with probability 1. So fix any extension
axiom ϕIk. Then for any k-tuple of natural numbers, the probability that this
k-tuple witnesses that the given extension axiom is not satisfied, i.e., the prob-
ability that there is no node vk+1 as required, is just 0. For a proof, observe
that every node added subsequent to the nodes in the tuple will have the prop-
erties required for vk+1 with probability 1/2k, hence the probability that none
of the infinitely many additional nodes has these properties is 0. Furthermore,
by σ-additivity of the underlying probability measure, the probability that for
any of the countable many k-tuples there is no node vk+1 as required by ϕIk is
again 0. As a consequence, the graph Ĝ satisfies any given extension axiom with
probability 1. ut

Theorem 39 The theory Trand is ω-categorical (i.e., all countably infinite mod-
els of this theory are isomorphic).

Proof. Given two countable models (N, E1) and (N, E2) of Trand, we construct
an isomorphism g between them by the back-and-forth method. We build g in
stages s = 1, . . . where during stage s > 1, we extend an already defined partial
isomorphism gs−1 to a partial isomorphism gs with finite domain. Initially, we
let g1 be the mapping with domain {0} where g1(0) = 0. For all i > 0, during
the stages s = 2i and s = 2i + 1, we ensure that i is in the domain and in the
range of gs, respectively. Assuming that gs has already been defined, stage s+ 1
is defined as follows. First assume s + 1 = 2i. In case i is not already in the
domain of gs, let gs+1(i) = y for the least y that is not in the range of gs and
where for all x in the domain of gs,

(x, i) ∈ E1 if and only if (gs(x), y) ∈ E2 .
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There is such a y because (N, E2) satisfies the corresponding extension axiom.

Secondly, assume s + 1 = 2i + 1. In case i is not already in the range of gs,
let gs+1(y) = i for the least y that is not in the domain of gs and satisfies for
all x in the domain of gs,

(x, y) ∈ E1 if and only if (gs(x), i) ∈ E2 .

Again such y exists because (N, E1) satisfies an appropriate extension axiom. ut

Definition 40 The (up to isomorphism) unique countable model of Trand is
called Rado graph.

From Proposition 38 and Theorem 39 the following corollary is then immediate.

Corollary 41 With probability 1, the random graph (N, Ê) is (isomorphic to)
the Rado graph.

So with high probability, any countably infinite random graph will satisfy all
extension axioms. What’s about finite models of the extension axioms? Of
course, no finite graph can satisfy all extension axioms. But given any finite set
of extension axioms, is it true in some finite graph? The answer to this question
is affirmative and the proof works again by considering random graphs.

Definition 42 For any sentence ϕ, let pn(ϕ) be the probability that ϕ is true
in the random graph with n nodes.

Lemma 43 For any extension axiom ϕ holds limn→∞ pn(ϕ) = 1.

Proof. Fix any extension axiom ϕIk. Then the probability that any given k-tuple
in the random graph with n > k nodes witnesses that ϕIk does not hold is(

1− 1
2k

)n−k
.

By summing up over all k tuples, the probability that the random graph with n
nodes does not satisfy ϕIk can be bounded from above by

nk
(

1− 1
2k

)n−k
n→∞−→ 0 ,

and the lemma follows. ut

Proposition 44 Let T be any ω-categorical theory. Then T is complete (i.e.,
for all LG-sentences ϕ, either ϕ is true in all models of T or ¬ϕ is true in all
models of T ).
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Proof. Assume for a proof by contradiction that there were an LG-sentence ϕ
where the sets T ∪ {ϕ} and T ∪ {¬ϕ} both have models. Then both sets have
countable models by the theorem of Löwenheim and Skolem, i.e., there are two
countable models of T that differ with respect to the truth value of ϕ and hence
are not isomorphic. But this contradicts the assumption that T is ω-categorical

ut

Theorem 45 (0-1-law of graph theory) For any LG-sentence ϕ we have ei-
ther

lim
n→∞

pn(ϕ) = 1 or lim
n→∞

pn(ϕ) = 0

Proof. Fix any LG-sentence ϕ. By Theorem 39 and Proposition 44, Trand either
implies ϕ or ¬ϕ. We assume the former and omit the almost identical consid-
erations for the latter case. By compactness of first-order logic, there is a finite
subset Tϕ of Trand that already implies ϕ. Each sentence in Tϕ is either a graph
axiom, which hold in any graph, or is an extension axiom, which by Lemma 43
holds with probability arbitrary close to 1 for sufficiently large n. As a conse-
quence, the probability that Tϕ and hence ϕ holds goes to 1 when n goes to
infinity. ut

The proof of Theorem 45 shows that for any LG-sentence ϕ that is true in
the Rado graph, pn(ϕ) converges to 1 while for any LG-sentence that is false
in the Rado graph, pn(ϕ) converges to 0. Results similar to the 0-1-law of
graph theory can be derived for more comprehensive vocabularies and for more
powerful logics, see for example the monograph by Ebbinghaus and Flum [14]
and Compton [10, 11, 12].

4.2 A Fragment of First-order Logic with Decidable Sat-
isfiability Problem

In this section we consider the problem of deciding satisfiability of a given first-
order sentence. For first-order sentences in general this problem is undecidable,
i.e., cannot be solved effectively, however the problem is decidable for certain
fragments of first-order logic. As an example we consider the decidable fragment
of first-order logic that contains sentences that can be written in the form ∀2∃∗ψ
where ψ is quantifier-free and contains neither the equality sign, constant sym-
bols, nor function symbols. We refer to Ebbinghaus, Flum and Thomas [15] for
a discussion of undecidability of first-order logic. The monograph by Börger,
Grädel and Gurevich [6] gives a comprehensive account of decidable and unde-
cidable fragments of first-order logic that can be defined by restricting the form
of quantifier-prefixes and the vocabulary.

There are finite axiom systems in which one can derive exactly those sentences
of first-order logic that are valid, i.e., that hold in all structures, and accord-
ingly there are effective procedures that enumerate exactly the valid sentences of
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first-order logic (over some suitable vocabulary). However, there is no effective
procedure that decides validity of first-order sentences, where deciding validity
means that on any input the procedure eventually terminates and correctly tells
whether the input is valid or not. Now a sentence is valid if and only if its
negation is not satisfiable, i.e., does not hold in any model, hence, as we can not
decide validity of sentences, we cannot decide satisfiability, either.

In general, we say the satisfiability problem of a given set of sentences is decidable
if there is an effective procedure that correctly decides for any given sentence
from this set whether the sentence is satisfiable (while the procedure might
behave arbitrarily on inputs that are not in the given set). By the preceding
discussion, the satisfiability problem of the set of all sentences is undecidable.
However, for example the set of all relational ∀2∃∗-sentences without equality
introduced in Definition 46 has a decidable satisfiability problem.

Definition 46 A ∀2∃∗-sentence is a sentence of the form ∀x1∀x2∃x3 . . . ∃xl+2ψ
for some l ≥ 0 and a quantifier-free formula ψ.

A formula is relational if in addition to the logical connectives it contains only re-
lation symbols (but no constant or function symbols). A formula without equal-
ity is a formula that does not contain the equality symbol.

Theorem 47 The set of relational ∀2∃∗-sentences without equality has a decid-
able satisfiability problem.

Theorem 47 is an immediate consequence of Propositions 49 and 50, i.e., the
proof works by showing that the set of sentences under consideration has the
finite model property. This property is shared by other fragments of first-order
logic, where by Proposition 50 these fragments all have a decidable satisfiability
problem, too [6, 14].

Definition 48 A set of sentences has the finite model property if every satisfi-
able sentence in this set has a finite model.

Proposition 49 The set of relational ∀2∃∗-sentences without equality has the
finite model property.

Proposition 50 Every set of sentences with the finite model property has a
decidable satisfiability problem.

Proof of Proposition 50. In order to decide the satisfiability of an input ϕ, run
the following two processes in parallel. First, we look for a finite model of ϕ by a
possibly infinite exhaustive search. Secondly, we try to verify that ¬ϕ is valid by
enumerating all the valid sentences. In the verification of the algorithm, we can
assume that ϕ is indeed from the given set. In case the formula ϕ is satisfiable,
then it has a finite model and the first process eventually halts while the second
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one runs forever. In case the formula ϕ is not satisfiable, then its negation ¬ϕ
is valid and consequently the second process eventually halts and the first one
runs forever. So we can simply wait until one of the processes halts. Note that
this decision procedure might fail to stop on inputs that are not in the given set
of sentences. ut

Remark 51 For any relational formula ϕ, let Lϕ be the finite vocabulary that
contains exactly the relation symbols occurring in ϕ. Then in order to show that
a given set S of relational sentences has the finite model property, it suffices to
show that any ϕ in S that is true in some Lϕ-structure is in fact true in some
finite Lϕ-structure.

For a proof, recall that in order to show that S has the finite model property, we
have to demonstrate that any sentence ϕ in S has a finite model in case it is
satisfiable at all, i.e., in case ϕ is true in some L-structure, where L must be a
superset of Lϕ. But given such an L-structure, by reducing it to the interpreta-
tions of the relation symbols in Lϕ, we obtain an Lϕ-structure that satisfies ϕ,
hence by assumption ϕ is also true in some finite Lϕ-structure. If wanted, we
can even expand the latter Lϕ-structure to a finite L-structure that satisfies ϕ
by interpreting all relations in L \ Lϕ in an arbitrary way.

The still missing proof of Proposition 49 is split into two lemmata. First, in
Lemma 53, we show that any satisfiable relational ∀2∃∗-sentence without equality
has a model without kings. A king is any element with a unique 1-table and
the lemma is shown by simply duplicating elements in any given model of the
sentence. Second, in Lemma 54, we conclude the proof of Proposition 49. Given
any relational sentence without equality that is true in an Lϕ-structure without
kings, we give a probabilistic construction of a finite model of ϕ.

Definition 52 Let L be a vocabulary that contains only relation symbols and
let A be an L-structure with universe A.

For k > 0, a k-table over vocabulary L is an L-structure with domain {1, . . . , k}.
For mutually distinct elements a1, . . . , ak in A, the k-table induced by a1, . . . , an
in A is the unique k-table that is isomorphic to the substructure of A induced by
the ai via the mapping i 7→ ai. A k-table is realized in A if it is induced by some
k-tuple over A .

An element of A is a king if it induces a 1-table that differs from all 1-tables
induced by other elements of A. The structure A is a structure without kings if
any 1-table that is realized in A at all is induced by at least two distinct elements
of A.

In connection with Definition 52 and the following Lemma 53, observe that
the concept of a model without kings is meant to be applied to L-structures
where L is finite. For a vocabulary L with infinitely many relation symbols, any
satisfiable relational sentence ϕ is true in an L-structure without kings because
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the relation symbols in L \Lϕ can be used to transform any given Lϕ-structure
that satisfies ϕ into an L-structure that satisfies ϕ and does not have kings.

Lemma 53 Every satisfiable relational sentence ϕ without equality is true in
an Lϕ-structure without kings.

Proof. Fix any satisfiable relational sentence ϕ without equality. By Remark 51,
we can assume that ϕ is true in some Lϕ-structure A. Let A be the universe
of this structure. For any set I, let A × I be the unique Lϕ-structure with
universe A × I such that for every k-ary relation symbol in Lϕ, all a1, . . . , ak
in A and all i1, . . . , ik in I,

R(a1, . . . , ak) is true in A ⇐⇒ R((a1, i1), . . . , (ak, ik)) is true in A× I .

If I has at least two elements, then the structure A × I does not have kings.
Furthermore, a routine proof by induction over the construction of Lϕ-formulae
shows that any sentence without equality is true in A if and only if it is true
in A× I. ut

Lemma 54 Let ϕ be a relational ∀2∃∗-sentence. If ϕ is true in an Lϕ-structure
without kings, then ϕ has a finite model.

Proof. Fix any Lϕ-structure A without kings in which ϕ is true. We describe
a randomized construction that for any given n yields an Lϕ-structure B̂n with
universe Bn = {1, . . . , n}. Lemma 54 then follows by arguing that for sufficiently
large n, with non-zero probability the construction results in a model of ϕ.

For r = 1, 2, let Tr be the set of all r-tables that are realized in A. Both sets are
finite because Lϕ is finite. For given n, the random Lϕ-structure B̂n is obtained
as follows:

(i) to each i in Bn, assign a 1-table Ti that is chosen uniformly at random
from T1,

(ii) to each subset {i1, i2} of Bn where i1 < i2, assign a 2-table T{i1,i2} that
is chosen uniformly at random from the set of all 2-tables in T2 where the
1-tables induced by the elements 1 and 2 are Ti1 and Ti2 , respectively,

(iii) for any relation symbol R in Lϕ of arity k and any k-tuple i1, . . . , ik over Bn
where the truth value of R(i1, . . . , ik) has not already been determined
during steps (i) and (ii) (i.e., for any k-tuple that has at least 3 mutually
distinct components), let R(i1, . . . , ik) be true with probability 1/2.

It is to be understood that the random choices made during this construction
are done such that their outcomes are mutually independent. Observe that the
construction requires that the initial model A has no kings because otherwise a
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king’s 1-table might be assigned to more than one element during step (i), thus
leaving no choice for the 2-table of any pair of such elements in step (ii).

It remains to show that for n sufficiently large, ϕ is true in B̂n with non-zero
probability. Assume that ϕ can be written in the form

ϕ ≡ ∀x1∀x2∃x3 . . . ∃xl+2ψ

where ψ is a quantifier-free formula ψ in variables x1, . . . , xl+2. Then ϕ is true in
any given Lϕ-structure if for every non-empty subset {i1, i2} of this structure’s
universe there are not necessarily distinct elements i3, . . . , il+2 in the universe
such that ψ[i1, . . . , il+2] is true.

We show in a minute, that there is a rational δ < 1 such that for any fixed
subset {i1, i2} of Bn, the probability that in B̂n there are no elements i3, . . . , il+2

as required is at most δn. By summing up this bound on the “error probability”
over the less than n2 non-empty sets {i1, i2} in B̂n, the probability that ϕ is not
true in B̂n then can be bounded from above by

n2δn
n→∞−→ 0 .

As a consequence, the probability that ϕ is true in B̂n is not just non-zero for
large n but even tends to 1 when n goes to infinity.

It remains to show that there is a rational δ as required. Let T be any 1-
or 2-table in T1 ∪ T2. Then T is realized in the structure A, which satis-
fies ϕ, hence we can extend T to an (l + 2)-table ext(T) that is realized in A
and where ψ[1, 2, i3, . . . , il+2] is true in ext(T) for not necessarily distinct num-
bers i3, . . . , il+2 in {1, . . . , l+ 2} (i.e., in general not all numbers i3 through il+2

have to be considered for verifying that the existential formula ϕ is true).

Now consider the randomized construction of B̂n. Fix n and any subset {i1, i2}
of Bn of cardinality r ∈ {1, 2}. Furthermore, assume that during step (ii) of the
construction of B̂n, we have assigned to {i1, i2} some r-table T from T1 ∪ T2.
Now let i3, . . . , il+2 be any numbers in Bn that are mutually distinct and differ
from i1 and i2. Then the table induced by {i1, . . . , il+2} in B̂n will be equal
to ext(T) with probability ε(T) > 0 that does not depend on n or on the ij . For
a proof, observe that this table is determined by the 1- and 2-tables induced by
its subsets of cardinality 1 and 2 plus finitely many atomic formulae that have
at least three mutually distinct arguments. Furthermore, these assignments are
mutually independent and with each of them, with non-zero probability the same
value as in ext(T) is assigned. The latter assertion is obvious for atomic formulae
with at least three arguments, while for the induced 1- and 2-tables it suffices to
observe that all 1- and 2-tables that are realized in ext(T) are also realized in A
and are hence in T1 or T2.

In B̂n, we can pick b(n− 2)/lc mutually disjoint subsets {i3, . . . , il+2} as above
and the corresponding events that ext(T) is realized are mutually independent.
So for almost all n, the probability that ext(T) is not realized for any of these
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subsets can be bounded from above by

(1− ε(T))b
n−2

l c ≤ (1− ε(T))
n
2l . (18)

Then the term in (18) bounds the conditional probability that ψ[i1, . . . , il+2]
is false in B̂n for any choice of i3 through il+2 under the assumption that the
r-table T is assigned to x1 and x2. The corresponding unconditional probability
can be bounded by taking the minimum over the finitely many conditional prob-
abilities that correspond to the possible choices of an r-table for {x1, x2} in T1

or T2. Hence the probability that ψ[i1, . . . , il+2] is false in B̂n for any choice
of i3 through il+2 is at most δn where

δ = (1− ε) 1
2l < 1 and ε = min

T∈T1∪T2
ε(T) .

This concludes the proof of Lemma 54 . ut

By elaborating on the proof of Theorem 47, one can derive the stronger result
that the set of relational sentences without equality and a quantifier prefix of
the form ∃∗∀2∃∗ has a decidable satisfiability problem. On the other hand, by a
result of Goldfarb, the satisfiability problem for relational ∀2∃∗-sentences with
equality is undecidable [6, Sections 6.2.3 and 4.3]
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